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We welcome your request for Customer Identification.

The Funds Bank confirmation of Funds shall mean the Funds, Funds Account, and Funds Owner have complied with
the “Identity Verification” as required by USA PATRIOT Act.

We agree to provide, or shall provide, certain Compliance and Transaction documents in reference exclusively to
Your Private Transaction, at such times as You may require or as they are generated, under circumstances there is
no-risk of Funds Owner identify theft, Funds Account theft, or loss of bank relationship.

We agree to comply with the USA PATRIOT Act Regulations “Minimum Requirements” for customer identification
below, pending receipt of the “Notice Requirement” from the Financial Institution conducting the Private
Transaction; however prior to receipt of the “Notice”, we agree to provide the “Minimum Requirement”
documents with “limited” Funds Owner or Funds Account identity that could cause risk of identity theft, or loss of
bank relationship.

To allow us to accomplish this you should send any such required documents via email in the form of an editable
Microsoft Word for Windows 2003 © “.doc” file attachment with the designated Bank/Institution or Transaction
Party(s) complete name, corporate title, company name, complete street address, telephone, fax, and email and
function.

Following is an outline of the Final Customer Identification USA PATRIOT Act Regulations That Apply to Banks,
Broker Dealers, Trust Companies, Mutual Funds, and Other Financial Institutions

On April 30, 2003, the United States Department of the Treasury, the Financial Crimes Enforcement Network and
seven other federal financial services regulatory agencies issued final regulations that require banks, savings
associations, broker dealers, trust companies, credit unions, mutual funds, futures commission merchants and
futures introducing brokers to adopt written customer identification programs (“CIP’s”) that will require these
institutions to: (1) verify the identity of any person seeking to open an account; (2) maintain records of the
information used to verify identity; and (3) consult government known or suspected terrorist lists to determine
whether the customer appears on any such list.

Financial institutions have until October 1, 2003 to come into compliance with these final regulations, which I]
implement the CIP requirements of Section 326 of the landmark USA PATRIOT Act. Especially after October 1, all
financial institutions should expect their federal banking agency examiners or self-regulatory organization
examiners, as the case may be, to specifically request to see a copy of the institution’s AML program to examine
compliance with the CIP final regulations. Legal and compliance departments of financial institutions nationwide
should update their existing CIP’s to ensure that those CIP’s, at a minimum, contain all of the requirements
published in the final CIP regulations.

A. Covered Customers

1. Under the final regulations, identification must be verified for:
a. individuals that are new customers of the institution;
b. legal entities that are new customers of the institution;
c. each person named on a joint account; and
d. the deposit broker (not each sub account) in the case of brokered deposits.
2. Under the final regulations, financial institutions do not have to verify identity for:
a. an existing customer;

b. another financial institution regulated in the United States; or
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c. signatories on a corporate account.

B. Covered Accounts

1. The institution must verify identity for customers that want to open a new “account.” An “account” broadly
means a “formal relationship” with a bank or broker dealer to conduct banking business or effect securities
transactions, such as:

a. a deposit account;
b. a credit or loan account;
C. a securities account;
d. a cash management account; and
e. a safety deposit box service.
2. An “account” does not include services or products that lack a “formal relationship”:
a. check-cashing;
b. wire transfers;
c. money order or certified check sales; and
d. accounts acquired from a merger or acquisition.

C. Minimum Requirements
Each financial institution must implement a written CIP appropriate for its size and risk profile that is incorporated
into the institution’s overall written anti-money laundering (“AML”) program.

1. Identity Information Gathering
Prior to opening a new account with a covered customer, the institution must obtain, at a minimum:

a. name;

b. date of birth;

c. residential or work address for individuals, or physical location address for legal entities;
d. a TIN for U.S. citizens or legal entities organized under state law;

e. for lawful permanent residents or non-immigrants, a TIN, passport number and country of issuance,
alien identification card number, or number and country of issuance of any other government-issued
document evidencing nationality or residence and bearing a photo; and

f. for non-U.S. legal entities with no TIN, a government-issued certificate of existence or good standing.

2. ldentity Verification Procedures

a. Risk-Based Procedures

Institutions opening a new account must be able to form a “reasonable belief” — an objective standard —
that it knows the identity of each new customer. CIP identity verification procedures must be risk-based
to take into account the institution’s size, customer base, location and the like. In other words, there is no
“one size fits all” approach to achieving compliance, but examiners will specifically assess the efficacy of
the institution’s CIP against its risk profile.

b. Verify Identity Within “Reasonable Time”
Institutions must verify identification “within a reasonable time after the account is opened.”

c. Documentary and Non-Documentary Verification
The CIP must describe when an institution will use documents, documentary methods or both.
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- Documentary verification must be described in CIP and may include:

i. for individuals, an unexpired, photo-bearing, government-issued identification evidencing
nationality or residence (e.g., driver license or passport); or

ii. for legal entities, certified articles of incorporation, certificate of good standing, business
license, partnership agreement, or trust instrument.

- Non-documentary verification must be described in CIP and may include:
i. contacting a customer after opening an account; or

ii. comparing customer identification information against credit reports, public databases such as
real property records and financial statements.

d. Enhanced Due Diligence for Corporate Customers

The CIP must address situations where, based on risk assessment of a new corporate account (e.g.,
corporate account from FATF jurisdiction) whose identity cannot be verified through documentary or non-
documentary methods, the institution will obtain information about “individuals” with “authority or
control” over an account, including signatories, in order to verify customer’s identity. According to the
final regulation, this verification procedure applies “only” where the institution cannot verify the
customer’s true identity through documentary or non-documentary methods.

e. Failure to Verify Identification.
Where an institution cannot form a reasonable belief that it knows the true identity of the customer, CIP
procedures “should” describe:

- when the institution should not open the account;

- the terms under which a customer can use an account while the institution continues to verify
identity;

- when the institution should close the account after identification efforts have failed; and
- when the institution should file a SAR.

3. Recordkeeping Obligations

a. What Must Be Retained?

- all identifying information obtained before opening the account (e.g., name, address, DOB, TIN);

- a description of any document relied upon noting the type of document, any identification
number contained in the document, place of issuance, date of issuance and expiration date;

- a description of any non-documentary methods used;

- a description of the resolution of any substantive discrepancies discovered when verifying the
identifying information; and

- descriptions of the foregoing are sufficient; photocopies of the source document do not need to
be retained.

b. How Long Must Records Be Retained?

- all identifying information obtained before opening the account (e.g., name, address, DOB, TIN)
must be retained five years after the date of account closure.

- descriptions of documentary and non-documentary verification must be retained five years
after the date the record is made.
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- Electronic record-keeping is permissible. For broker dealers, electronic records must be
preserved in non-rewritable and non-erasable format. See SEC Release No. 34-47806 (May 7,
2003).

4. Government List Comparison Requirement

a. What Lists?

After the account is opened and identification is verified, a financial institution’s CIP must include
procedures for determining whether the customer’s name appears on any list of known or suspected
terrorists or terrorist organizations issued by any federal government agency (e.g., OFAC, FBI lists).
Institutions will receive separate guidance regarding the lists that must be consulted.

b. When?
The comparison must be made “within a reasonable period of time after the account is opened,” or
earlier if required by applicable federal law.

5. Customer Notice Requirement

a. Financial institutions must notify their customers, before opening an account; either in writing or
verbally, that the institution is requesting information to verify their identities.

b. Notice may be furnished in writing or verbally.
c. Notice may be posted in lobby, on Website, on an account application.

d. Sample notice:

“To help the government fight the funding of terrorism and money laundering activities, Federal law
requires all financial institutions to obtain, verify, and record information that identifies each person who
opens an account. What this means for you: When you open an account, we will ask for your name,
address, date of birth, and other information that will allow us to identify you. We may also ask to see
your driver’s license or other identifying documents.”

Should you have any questions regarding this Alert, please visit http://www.sec.gov/rules/final/34-47752.htm

http://www.privacyrights.org/identity.htm

http://www.idtheftcenter.org/index.shtml

http://www.consumer.gov/

http://www.consumer.gov/idtheft/index.html

http://www.epic.org/privacy/terrorism/hr3162.html
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